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How Enforcement Authorities Interact

Evan Norris and Alma M Mozetic
Cravath, Swaine & Moore LLP

Overview

Cross-border investigations are growing in both number and
complexity. The US Department of Justice (DOJ) has revealed that
bribery cases now typically involve four or five countries.! Indeed,
in 2016 and 2017, the five largest bribery settlements concerned a
foreign company, an investigation that was conducted in cooperation
with foreign authorities and - in all but one case - a settlement that
credited amounts paid to foreign authorities.>

As cross-border investigations have grown, the mechanisms for
international cooperation are maturing and in some cases undergo-
ing transformation. The United States has long had a range of bilat-
eral and multilateral agreements in place to facilitate international
cooperation. Increasingly, however, US enforcement authorities are
also using new types of agreements and even informal mechanisms
to foster cooperation with enforcement partners abroad.

The first section of this article describes the key mechanisms
for international cooperation. It begins with a general discussion of
requests made pursuant to mutual legal assistance treaty (MLAT),
and then moves to more specific discussions of non-MLAT-based
requests for records and other types of assistance, requests for freez-
ing and seizing assets, and requests for arrest and extradition. The
second and final section addresses recent developments that relate to
these mechanisms in various ways.

The mechanisms for international cooperation

MLAT requests

The most common method US authorities use to enlist cooperation
from partners abroad in criminal matters is through requests made
pursuant to bilateral MLAT. Such requests are made for a variety of
purposes, including the following:

« obtaining evidence;

« taking testimony abroad;

« executing search warrants; and

+ executing asset freezes and seizures.?

The United States has signed over 70 MLATs with countries across
the globe. Each treaty defines the obligation to provide assistance,
the scope of the obligation and the requirements for submitting a
request.* The Office of International Affairs (OIA), an office within
the DOJ staffed with over 50 attorneys that is designated as the US
central authority for all incoming and outgoing MLAT requests,
provides guidance and country-specific model forms to prosecutors
seeking to use MLAT requests.> Although MLATSs primarily facilitate
cross-border criminal investigations and prosecutions, the DOJ’s
various domestic partners, including the US Securities and Exchange
Commission (SEC), may use the MLAT process to obtain cross-
border assistance in certain cases and in certain jurisdictions.®

In the typical criminal case, an assistant US attorney from
one of the 94 federal judicial districts will send an MLAT request,
with an accompanying translation, to OIA for approval. Once it is
finalised, OIA will send the request and accompanying translation
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through diplomatic channels to the foreign central authority, which
will review the request for sufficiency and, assuming it is deemed
sufficient, thereafter oversee the execution of the MLAT request.’
As discussed further below, OIA has parallel procedures in place to
handle incoming MLAT requests.

The number of incoming and outgoing MLAT requests appears
to have increased in recent years.®> Annual DOJ budget submissions
indicate that in financial year 2017, OIA granted 2,868 incoming
mutual legal assistance requests, and 987 outgoing requests.’ In
financial year 2015, OIA opened 3,119 foreign requests for assistance
and granted assistance in 1,373 cases, or 44 per cent of the requests.10
Overall, however, there is relatively scarce information in the public
domain about the number and, certainly, content of MLAT requests.!

The MLAT process has its limitations. First, courts and prosecu-
tors in the United States and abroad,'? including the current US attor-
ney general,'® have criticised the process as too slow and unsuitable
for modern-day law enforcement.' Second, the requested country
may refuse to cooperate on any number of grounds. For instance,
the requested country may refuse to cooperate if the offence is not
a crime in the requested country or if compliance with the request
would, in the view of the requested country, contribute to the com-
mission of a violation of human rights by the requesting country. At
times, geopolitics can also play a role: the US State Department has
recently described MLAT requests to Russia relating to anti-money
laundering as ‘often ineffective’ partly due to measures Russia has
taken ‘intended to hinder sanctions enforcement’!® Third, strategic
reasons from the perspective of the requesting state — such as a
concern that the requested state may initiate its own investigation
on the basis of provided information or that making a request may
jeopardise an ongoing proactive investigation — may militate against
using an MLAT request. Fourth, the MLAT process is limited by
local laws.

Non-MLAT-based requests for assistance
While an MLAT request is the principal mechanism to obtain docu-
ments and other forms of cooperation, alternative mechanisms do
exist. This section examines some of these alternative mechanisms.
First, the DOJ may submit requests for assistance via executive
agreement and memorandum of understanding (MOU) on mutual
assistance in criminal matters with particular countries.”” Such
interim executive agreements mostly concern illegal narcotics traf-
ficking, and are limited to criminal conduct covered by the agreement.
The SEC has both multilateral and bilateral MOUs in place.!® Since
it was created in 2002, the International Organization of Securities
Multilateral
Concerning Consultation and Cooperation and the Exchange of

Commissions’ Memorandum of Understanding
Information (MMOU) has been the SEC’s primary tool for obtaining
evidence from foreign securities regulators.! It currently has more
than 100 signatories.?’ The SEC also may use bilateral information-
sharing MOUs that existed prior to the establishment of the MMOU
regime.?! The US has signed bilateral MOUs with over 30 foreign
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regulators.?” Bilateral MOUs are now useful primarily where a foreign
regulator may provide assistance beyond the MMOU requirements,
such as compelling testimony or obtaining phone records.?

Second, a request can be made under a multilateral conven-
tion. Two of the most commonly used are the UN Convention
Against Corruption® for corruption and related money laundering
offences,? and the UN Convention Against Transnational Organized
Crime? for ‘organised crime’ offences and related money laundering
offences.” Requests can also be made under separate treaties for
drug-related offences,?® for terrorism-related offences® and offences
generally in the Western Hemisphere,®® as well as under subject-
specific conventions.’!

Third, enforcement authorities may present a letter rogatory
under Section 1782 of Title 28 of the US Code. This is the ‘customary
method’ of obtaining evidence located abroad, absent an MLAT or
executive agreement.>? Under this method, a prosecutor will request
that a US judge submit a letter rogatory to the judiciary of a foreign
country. The SEC may also use a letter rogatory during litigation to
compel testimony or other evidence, or serve process on a foreign-
located person.® But this process is of limited utility where the case is
still in an investigative stage.>* The process of using letters rogatory is
generally viewed as time consuming and unpredictable as consider-
able discretion rests with the court.®

Fourth, enforcement authorities may share information, par-
ticularly financial intelligence, with foreign governments that are
members of the Egmont Group. Currently, the Egmont Group has
155 members.*® The US Financial Intelligence Unit (FIU), under
the auspices of the Egmont Group, is the centralised US office that
exchanges information with FIUs around the globe in order to
combat money laundering, terrorism financing and other financial
crimes.” The US may share information under the Egmont Group’s
‘Principles for Information Exchange or the secure encrypted
internet system - the Egmont Secure Web system - that allows
countries, among each other, to request and share information via
secure email.*® While strict limits are placed on the use of informa-
tion Egmont Group members receive — such intelligence may not
be used as evidence in court - it can help identify evidence that can
be subsequently obtained through other means or help locate assets
for confiscation.*

Fifth, electronic data may be requested directly from a third-
party service provider under the CLOUD Act if the United States
has signed an executive agreement with the other state.®” The
section on recent developments below examines the mechanisms
for cooperation created by the CLOUD Act, as well as the interac-
tion of the CLOUD Act with the European Union’s General Data
Protection Regulation.

Finally, enforcement authorities may rely on their ever-growing
network of contacts abroad to obtain information informally for lead
generation. Such provision of information, often done between law
enforcement agents, is referred to colloquially as ‘law enforcement
to law enforcement’ or ‘police to police’ Canadian authorities have
said they use ‘police-to-police cooperation’ in lieu of an MLAT for
‘straightforward’ requests such as ‘ask[ing] [the United States] to
do an interview, or vice versa.*! This type of informal exchange also
appears to characterise the acknowledged US reliance on foreign
legal attaché offices in Brazil and Switzerland in the Odebrecht/
Braskem investigation.*? Agents and prosecutors stationed abroad at
US embassies and consulates both help coordinate global investiga-
tions as well as build strong relationships with local enforcement
agents and prosecutors.*
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Requests to freeze and seize assets

Requests to freeze and seize illegally obtained assets are usually made
under an MLAT.** Alternatively, enforcement authorities may also
make forfeiture requests under multilateral treaties,* letters rogatory
and letters of request.* Principal US agencies involved in asset recov-
ery are OIA and the DOJ’s Money Laundering and Asset Recovery
Section (MLARS).#” Through OIA, the United States may restrain,
seize and forfeit property held in bank accounts located outside
the United States.*® The Asset Forfeiture Policy Manual encourages
‘international asset sharing’* The past few years show such coopera-
tion in practice. In 2016, in order to send ‘a strong message about [US]
commitment to vigorous and effective cooperation in international
criminal enforcement, the United States returned to Taiwan US$1.5
million in forfeited proceeds from the sale of property purchased
with alleged bribes linked to the former president of Taiwan.*® The
DOJ’s cases over the past few years make clear that asset freezes and
seizures continue to be an important tool in international cases.’!

Requests for arrest and extradition

Extradition requests are usually treaty-based. The United States has
bilateral extradition treaties with around two-thirds of the world’s
nations®® and is also party to two multilateral treaties and several
multilateral international conventions.>® OIA handles incoming and
outgoing extradition requests.>* Every formal request for extradition
must be supported by documentation.>® Extradition requests must
contain a prosecutor’s affidavit explaining, among other things,
the charged offences and facts.®® In matters of urgency, pending a
formal request of extradition, the United States may request that a
foreign authority provisionally arrest the fugitive.’’” If the fugitive’s
location is unknown, prosecutors may instead submit to Interpol, the
international police organisation, a ‘red notice’ requesting that any
member state apprehend the fugitive wherever he is found, but will
still need to produce extradition documents in the event the fugitive
is arrested.® The US may also issue or receive a ‘diffusion’ - a request
sent directly (rather than through Interpol) to the law enforcement
of a particular state or states where the fugitive is believed likely to
be found. Diffusions, unlike red notices,” are not made publicly
available and are thus favoured by enforcement authorities in more
sensitive matters.

Recent developments

Informal mechanisms

As the MLAT procedure has come under pressure over the last few
years (see discussion infra), prosecutors have begun to rely on infor-
mal methods to communicate with their foreign counterparts.®® One
such method that has received some attention is the use of texting
between prosecutors for tasks ranging from comparing evidence
before submitting MLAT requests to coordinating simultaneous
raids.®! A senior DOJ prosecutor has praised meetings in Paris under
the auspices of the Organisation for Economic Co-operation and
Development as having had a pivotal impact on the DOJ’s interac-
tions with foreign enforcement officials. In particular, the meetings
reportedly provided an avenue for informal follow-ups on MLAT
requests and obtaining information prior to sending an MLAT to
avoid ‘send[ing the request] blind’%? The DOJ and the SEC also hold
at least yearly international training sessions for prosecutors world-
wide.%® The participation of enforcement authorities in international
conferences is increasingly common. While such informal mecha-
nisms for interaction and information exchange appear most likely
to augment formal cooperation mechanisms, in particular cases they
may replace them altogether.
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MLAT reform

Recent years have seen the shortcomings of the MLAT process
prompt calls for reform. In December 2017, the US Attorney
General urged the international community to ‘expedite’ responses
to MLATs.% In line with this sentiment, the DOJ’s budget proposal
for financial year 2019 allocated increased resources to OIA as an
‘imperative to avoid further backlogs.®® This is the second time that
the DOJ dedicated funds to MLAT reform, having made a one-time
investment in fiscal year 2015.

The DOJ also recently created two new units dedicated to
reviewing and executing foreign requests — a recognition of the
importance of reciprocity in the area of mutual legal assistance.
Because the vast majority of MLAT requests incoming to the DOJ
sought digital information, OIA established a centralised ‘cyber unit’
to process MLAT requests for electronic evidence.®® This reform
aimed to deal with the backlog resulting from a dramatic increase
in the number of requests for computer records - by over 1,000 per
cent since fiscal year 2000.%” What remains unclear, however, is the
extent to which the significance of the new cybercrime unit will be
diminished by the changes brought about by the CLOUD Act.

The CLOUD Act

The CLOUD Act, passed in March 2018 in response to the Microsoft
warrant case that had been pending before the US Supreme Court,*
makes many MLAT requests for digital evidence unnecessary. In the
Microsoft case, the US government requested data from Microsoft,
a US cloud service provider, that was stored on a server in Ireland.®®
Pursuant to a warrant under the Stored Communications Act
(SCA), Microsoft produced non-content information stored on a
US server, but it refused to produce the part of customer content
that was stored on a server in Ireland.”® The question on appeal was
whether the SCA warrant could be used for data located abroad (in
addition to US-based data).”!

After oral argument was held but before the Supreme Court
rendered its decision, the CLOUD Act was passed as an omnibus
spending bill without any hearings or debate in either the House or
Senate.”” The Act significantly erodes the role of MLAT requests for
digital data in two ways. First, it allows the DOJ to seize extrater-
ritorially stored electronic data directly from the third-party service
provider solely with an SCA warrant.”® The DOJ no longer has to
submit an MLAT request to obtain such e-data. Second, a foreign
government may now make a direct request to a US service provider,
so long as the United States has entered into an executive agreement
with that foreign state.”* Again, the foreign government does not
need to send an MLAT request to obtain such e-data. After passage
of the CLOUD Act, the Supreme Court dismissed the Microsoft case
as moot and vacated the judgment.”®

It is not yet clear how the CLOUD Act will interact with the
new EU-wide General Data Protection Regulation (GDPR) that
came into effect in May 2018. Article 48 of the GDPR requires that
transfer of data out of the European Union, such as to the United
States, can only be effected by an order based on an MLAT, but
‘without prejudice to other grounds for transfer’ The latter would
appear to open up the possibility that another kind of international
agreement could provide a basis for such transfer. However, no
international agreement, other than an MLAT, currently authorises
transfer of data from the EU in response to a US warrant.”® As such,
the CLOUD Act and the GDPR are in tension with each other.””
Efforts to resolve the tension appear to be under way.”®

www.globalinvestigationsreview.com

HOW ENFORCEMENT AUTHORITIES INTERACT

Statute of limitations
One of the notable cases in the past year, Bogucki, concerned an
alleged misuse of the MLAT process. In January 2018, the DOJ
charged the former head of Barclays US forex trading with wire
fraud offences. The indictment provided the end date of the scheme
to defraud as 4 October 2011.7° In August 2016 — on the verge of
the expiration of the five-year limitation period - the DOJ made
an MLAT request to the United Kingdom and at the same time
obtained a court order pursuant to Section 3292 of Title 18 of the
US Code to suspend (or toll) the statute of limitation while evidence
was gathered from its overseas investigative partners.®

The defendant moved to dismiss, alleging that the DOJ’s claim
was time barred, that its filing of the MLAT had been ‘frivolous’ and
that the request to toll the statute of limitations just two months
before the expiration was merely ‘to obtain additional time [to
investigate] rather than [to obtain] evidence of criminal activity’®!
The defendant argued that he and Barclays fully cooperated with the
DOJ since the signing of the 2015 plea agreement, which rendered
the MLAT request unnecessary. In response to the motion, the court
ordered discovery and an evidentiary hearing,? and soon thereafter
the DOJ dropped the charges in a joint filing on 30 March in which
it agreed not to rely on the tolling order to establish the timeliness of
the charges,®® and issued a superseding indictment.?* The DOJ thus
never had to explain or defend its MLAT request or its decision to
apply for a tolling order.®® While prosecutors still retain considerable
discretion over the timing of MLAT requests, the Barclays case is a
notable development in this area.

Confidentiality

While the defendant in Bogucki was able to challenge the MLAT
tolling order because he had learned about the existence of the order
once he had been charged, as a general matter, courts have held that
defendants are not entitled to obtain a copy of MLAT requests from
the government as part of the pretrial disclosure process. In the
Hutchins decision, also rendered earlier this year, the court held that
the government, having disclosed records obtained pursuant to an
MLAT request, was not required to disclose the MLAT request itself
because the latter was not ‘material to [the applicant’s] defence’®”

Arrest and extradition

Informal mechanisms have recently played a role in circumstances
where there was no extradition treaty between the relevant states. In
2017, a Chinese national was extradited from the United States even
in the absence of an extradition treaty between the United States
and China. The Chinese Ministry of Public Security is reported to
have hailed this as a ‘model example’ of cross-border law enforce-
ment agreed between the Chinese and US presidents at a summit
in April 2017.88 Two years earlier, the United States repatriated a
high-profile Chinese businessman accused of corruption by the
Chinese government.®

Conclusion

As enforcement authorities continue to pursue cases that cross
borders, their methods of interaction are bound to undergo further
transformation as they look for practical, efficient ways to gather
evidence.”® Moreover, as private practitioners gain greater under-
standing of the tools enforcement authorities use, and challenges to
the use of such tools increase in number, the methods of interaction
may need to evolve to respond to changes in the legal landscape.
This will be an important area to watch in the years ahead.
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available at https://www.justice.gov/opa/speech/attorney-
general-sessions-delivers-remarks-global-forum-asset-
recovery-hosted-united.
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(2018).
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Matter of Warrant to Search a Certain E—Mail Account
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197, 200 (2nd Cir. 2016).
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Search a Certain E—Mail Account Controlled and Maintained
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US, 138 S.Ct. 1186, 1187 (2018) (No. 17-2); Brief of Amici Curiae
Digital Rights Ireland Limited and the Open Rights Group in
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Brief of Amici Curiae Electronic Privacy Information Center
(EPIC), et al at 14, United States v Microsoft Corp, 584 US, 138
S.Ct. 1186, 1187 (2018) (No. 17-2).
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to US data, raising privacy concerns (25 March 2018), available
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Clarifying Lawful Overseas Use of Data Act, HR 1625, 115th
Cong. div. V (2018) (CLOUD Act) section 103.
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CLOUD Act section 105; see also section 104.

United States v Microsoft Corp, 584 US, 138 S.Ct. 1186, 1187
(2018). No reported case has since analysed the CLOUD Act,
but the Second Circuit is currently facing a question presented
on supplemental briefing concerning the retroactivity of the
CLOUD Act. See Brief for Appellee, United States v Gasperini, No.
17-cr-2479, 2018 WL 2316582 (2d Cir. 18 May 2018).
Jennifer Daskal, Microsoft Ireland, the CLOUD Act, and
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see also Brief of the European Commission on Behalf

of the European Union as Amicus Curiae in Support of
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(2018), available at https://www.supremecourt. gov/
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ac%20European%20Commission%20for%2ofiling.pdf.
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18 June 2018).
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wire-fraud-charges (last accessed 2 July 2018).
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in pre-indictment investigation caused bythe DOJ, even where
it necessitates two tolling applications to extend the statute

of limitations, will not violate the Sixth Amendment right to a
speedy trial so long as government action does not amount to
bad faith. See US v Hatum, 15-cr-20189, 2017 WL 3172824 (SD
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co.uk (last accessed 18 June 2018).
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